RT3072 USB Adapter User Manual
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1.0 Introduction
Thank you for purchasing the RT3072 USB Adapter. The RT3072 USB Adapter is a cost-effective product with high performance standards. This solidly
profiled wireless adapter will allow you to seamlessly submerse yourself in the wireless world with ease and efficiency.

1.1 Compatibility

The adapter supports all IEEE 802.11 b/g protocols that pass the Wi-Fi tests. It's compatible with all Wi-Fi enabled products with a Wi-Fi logo. Use
the adapter to connect to any broadcasting wireless network. The device also provides all data rates in IEE 802.11 b/g standards, with both short
and long preambles to ensure its compatibility with both legacy and new wireless products. This saves end users the hassle of finding compatible
products.

1.2 Security

W e know the security of your network is important to you. This is why the RT3072 provides you with full security coverage from 64/128bit WEP
encryptions and second generation WPA-PSK encryptions to the most advanced WPA2-AES encryptions. WPA2 is the latest security standard
approved by Wi-Fi standards.

1.3 Features

The RT3072 USB Adapter offers many useful features. These features include, but are not limited to the following: Saving Mode, Adhoc Wireless
Lan, and Wake on Lan (WOL). Please read this manual thoroughly to learn how to use all the features the R3072 has to offer.
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1.4 Warnings and Disclaimer

To comply with the FCC RF exposure compliance requirements, no changes to the antenna or the device by the user are permitted. Any changes to
the antenna or device by the user many result in the device exceeding the RF exposure requirements and void the user’s authority to operate the
device. This manual provides detailed user guidelines for the set-up and operation of the RT3072 USB Adapter. Though every effort has been made
to ensure this document is up-to-date and accurate, more information may have become available subsequent to the production of this guide. If you
have any questions or concerns regarding this product that are not resolved by this manual please contact the seller for tech support.

2.0 Specifications

2.1 Host System Connections

Interface Fully complies with USB 2.0 or 1.1

USB Data Transfer Rate | USB high speed (480 Mbps) and full speed (12Mbps)

2.2 Wireless LAN (WLAN) Environment Connections

WLAN Interface Multimode features
Fully complies with IEEE 802.11 b/g specifications
WLAN Transfer Rate 802.11 h:DQPSK with data scrambling capability to provide data rates of 1,2,5.5, and 11Mbps

802.11 g: A high speed Fast Fourier

Transform(FFT)/ Inverse Fast Fourier Transform(IFFT) provides a data rate transfer of 6,9,12,18,24,36,48, and

54Mbps
WLAN Frequency Band 2.4 ~ 2.497 GHz (Industrial Scientific Medical Band)
Operation Channel Channel 1~11
Coverage Area Indoors: 100ft with straight path
Compatibility Fully compatible to IEEE 802.11 b/g devices
Security Hardware-based IEEE 802.11i encryption/decryption engine, including 64-bit/128-bit WEP, TKIP, and AES
Antenna Detachable dipolar antenna

2.3 System Requirements
The RT3072 is compatible with the following Windows systems: Windows 98SE, Me, 2000, XP, Windows 7, and Windows 64 bit. It is also
compatible with Mac OS and Linux. PCs must have a device driver installed that allows you to communicate with WLAN Mini USB adapter.

2.4 Package Contents
The following items should be included in your package 1 RT3072 USB Adapter, 1 Installation Software CD, and 1 USB Cable.
If an item is missing or damaged please contact the seller for a replacement.

3.0 RT3072 Installation and Removal

Warning: Do not cover or block the airflow to the adapter; the adapter with reach a high temperature during use.

3.1 Installation
The instructions listed below are for Windows XP but procedures are similar for Windows 98SE/Me/2000/and 7. If you previously installed a WLAN
driver and utility please uninstall the old version before installing the RT3072. Once the aforementioned guidelines have been met follow the
instructions listed below to install the device.
1. Do not plug the wireless LAN USB adapter into your computer’s USB port before installing the software program.
2. Insert the provided installation disk into your computer. An auto installation window will appear. When the following screen appears click
Driver Installation.
. Choose a setup language from the menu then click Next to proceed.
. The system with start the software installation for the WLAN USB adapter.
. If the windows logo software installation screen appears click Continue Anway to proceed. This message will not appear for all drivers.
. Click Finish to complete the installation.
. After clicking Finish to complete the installation the dialog box will disappear. Go to your Start menu and click on All Programs, if “Ralink
Wireless” is an option the program installed correctly.
8. Insert the wireless LAN USB adapter into your computer's USB port; the computer will detect and activate the adapter automatically.

~NOoO O W

3.2 Uninstalling the Device
There are two options for removing the device software from your computer. Take the following steps to remove the device software from your
computer.
1. Go to Control Panel > Add or Remove Program > select Change or Remove Programs on left panel > select Ralink RT3072 wireless LAN
Card > click on Remove button > follow prompts to remove program.
2. Go to Start > All Programs > Ralink Wireless > Uninstall > Click on when it prompts you to “Confirm Uninstall” > click Finish to complete the
removal process

Appendix 1: How to use RaUL for Windows Vista, XP, and Windows 7

1.0 Ralink Wireless Utility (RaUl)

1.1 Starting RaUl

When starting RaUl, the system will connect to the AP with the best signal strength without setting a profile or matching a profile setting. When
starting RaUl, it will issue a scan command to a wireless NIC. After two seconds, the AP list will be updated with the results of a BSS list scan.
The AP list includes most used fields, such as SSID, network type, channel used, wireless mode, security status, and the signal percentage. The
arrow icon indicates the connected BSS or IBSS network. The dialog box is shown in Figure 1.1A below.
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Figure 1.1A The RaU

| dialog box:
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Figure 1.1A Description- how to read/ navigate the dialog box:

There are three sections to the RaUl dialog box. These sections are briefly described below.

(D Button Section: Include buttons for selecting the Profile page, Network page, Advanced page, Statistics page, WMM page, WPS page, the
About button, Radio On/Off button and Help.

Figure 1.1B Button Section:

- — .
el = Y £y o e
Profile Metwark Advanced Statistics W, WWPS S50 CC

1.1-3 Navigation Arrows:
Use to move menu left and right

@ 9

(2) Function Section: This section includes information about the profile, network, advanced settings, statistics, WMM, WPS, and about options on
the menu bar. After you select an option from the menu bar shown above a corresponding dialog box will appear with information and options
related to your selection. Each option is explained in detail in sections 1.2 to 1.10.

(3) Status Section: This section includes information about the link status, authentication status, AP's information and configuration, and retrying
the connection when authentication fails. Each option is explained in detail in sections 1.11-1.13.

When starting RaUl a small Ralink icon appears in the notifications area of the taskbar, as shown in Figure 1.1B below. You can double click it to
maximize the dialog box if you selected to close it earlier. You may also right click to close the RaUl utility.

Figure 1.1B Ralink Icon:

Additionally, the Ralink (R+) icon will change color to reflect current wireless network connection status. The status symbols are shown below:

4

Indicates the connection and signal strength are good.

Indicates the connection and signal strength are normal.

+

Indicates that it is not yet connected.

Indicates that a wireless NIC cannot be detected.

F R R

Indicates that the connection and signal strength are weak.
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1.2 Profile:

The Profile List keeps a record of your favorite wireless settings at home, in the office, and other public hot-spots. You can save multiple profiles
and activate the correct one at your preference. Figure 1.2-1 shows the basic profile section.

Figure 1.2-A Profile Function:

Profile List
FProfile plame ==

S50 ==

Metwork Type ==
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Channsl ==

FPower Save Mode ==
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RTS Threshold ==

Fragment Threshold ==

Add

Figure 1.2-ADescription of Fields:

(D Profile Name: Name of profile, preset to PROF* (* indicate 1, 2, 3...).

(2) SSID: The access point or Ad-hoc name.

(3) Network Type: Indicates the networks type, including infrastructure and Ad-Hoc.

() Authentication: Indicates the authentication mode used.

(5) Encryption: Indicates the encryption Type used.

(6) Use 802.1x: Shows if the 802.1x feature is used or not.

(7) Cannel: Channel in use for Ad-Hoc mode.

Power Save Mode: Choose from CAM (Constantly Awake Mode) or Power Saving Mode.

(9 Tx Power: Transmitting power, the amount of power used by a radio transceiver to send the signal out.

RTS Threshold: Users can adjust the RTS threshold number by sliding the bar or keying in the value directly.
(1) Fragment Threshold: The user can adjust the Fragment threshold number by sliding the bar or key in the value directly.
Figure 1.2-A Description of icons and buttons:

@ P Indicates if a connection is made from the currently activated profile.
@ ¥ Indicates if the connection has failed on a currently activated profile.

@& Indicates the network type is infrastructure mode.

@ & Indicates the network type is in Ad-hoc mode.
® ? Indicates if the network is security-enabled.
©*99. Click to add a new profile.

@ Edit. Click to edit an existing profile.

Dalete Click to delete an existing profile.
(9)Activate Activates selected profile.

19 Shows information of the related status section.
(1) “~ hides information of the related status section

1.2-1 Add/Edit Profile

Listed below are the three methods for opening the Profile Editor Dialog box.
1. Open it by clicking the "Add to Profile" button in the Site Survey tab.
2. Open it by clicking the "Add" button in the Profile tab.
3. Open it by clicking the "Edit" button on the Profile tab.

Figure 1.2-1A Configuration:
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System Config Auth. Y Encry.
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Figure 1.2-1A Description of Fields:
(D Profile Name: The user can chose any name for this profile, or use the default name defined by system.
(2) SSID: The user can key in the intended SSID name or select one of the available APs from the drop-down list.
(3) Power Save Mode: Choose CAM (Constantly Awake Mode) or Power Saving Mode.
(@) Network Type: There are two types, infrastructure and 802.11 Ad-hoc mode. Under Ad-hoc mode, user can also choose the preamble type. The
available preamble types are auto and long. In addition, the channel field will be available for setup in Ad-hoc mode.
(5) RTS Threshold: User can adjust the RTS threshold number by sliding the bar, or typing the value directly into the box to the right of the slider.
The default value is 2347.
(&) Fragment Threshold: User can adjust the Fragment threshold number by sliding the bar or typing the value directly into the box to the right of
the slider. The default value is 2346.
(@) Channel: Only available to set when in Ad-hoc mode. Users can choose the channel frequency to start their Ad-hoc network.
Authentication Type: There are 7 types of authentication modes supported by RaUl. They are: Open, Shared, LEAP, WPA and WPA-PSK,
WPA2 and WPA2-PSK.
(9 Encryption Type: For open and shared authentication mode, the selection of available encryption types are None and WEP. For WPA, WPA2,
WPA-PSK and WPA2-PSK authentication mode both TKIP and AES encryption are available.
802.1x Setting: See "Section 2-2 802.1x Setting" for further information.
1) Pre-shared Key: This is the key shared between AP and STA. For WPA-PSK and WPA2-PSK authentication modes this field must be filled
with a key between 8 and 32 characters in length.
WEP Key: Only valid when using WEP encryption algorithms. The key must be identical to the AP's key. There are several formats to enter
the keys as shown below:
1. Hexadecimal - 40bits : 10 Hex characters
2. Hexadecimal - 128bits : 26 Hex characters.
3. ASCII - 40bits : 5 ASCII characters.
4. ASCII - 128bits : 13 ASCII characters

1.2-2 Example Add Profile

There are four simple steps to add a profile to the list. They are listed below.

(D Click “Add” under the profile list box.
(2)The “ADwill appear below the profile list.

Profile List
FProfile Mame ==

SEID ==
Metork Twpe ==
ALthentication ==
Encryption ==

Use S0Z.1x ==
Channel ==

Powier Sawve Mode =>
T Power ==

RTS Threshold ==

Fragment Threshold =>

@ add
——
—_m———
Swstaerm Confisg Aauath. % Enciry.
@ Profile Rame =x |F'ROF1 Metwork Type == Infrastructure —
ssio == | | Tx Power == Auto -
Powveer Sawve dode == O Tash @ Psha
[1 RTs Threshold |
[1 Fraszment Threshold ﬂ |

f=1V4 Cancel
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(3) Specify a Profile Name. Select an AP from the SSID drop-down list. The AP list is from the last Network.

System Config Auth. v Encry.

Profile Mame == |PROF1 Fetwork Type == Infrastructure -
SSI0 = i — Tx Power == Auto -
_Shiang_ZSa0aF O00CA3S5E0 14 -~
Power Save Mode == Qo bertr-200 O0AAZESZEERE

APP&S |
Eelkin_MM1_Wirsless_ 251111 0043251111 -

B roadcom 0010 15302ED, |
B roadocomiiPS O01015902E27 I
ClaudeaP O00CFaaFCRI7F
—obra 000a 7 ECOSBD
DennizaP O00Ca310Z7 18
Fiona-aAp 0003286021 o

[1 RTS Threshold

[] Fragment Threshold

(4) Now the profile the user set will appear in the profile list box. Click "Activate”.
Profile List

Ib, e — P bl Profile Mame == PROF1
S50 == APl

Metwork Type >>= Infrastructure

Aauthentication == Open
Encryption == Mone

Use 802, 1% == RN

Channel == 1

Powsr Sawe Mode == Cakh
Tx Power == auto
RTS Threshold >= 237

Fragment Threshold == 2316

e == oo
.

1.3 Network

The system will display the information of local APs from the last scan result as part of the Network section. The Listed information includes the
SSID, BSSID, Signal, Channel, Encryption Algorithm, Authentication, and Network type as shown in Figure 1.3A.

Figure 1.3A Network Function
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Figure 1.3A Description of Fields:

(D) SSID: Name of BSS or IBSS network.

(2) Network Type: Network type in use, Infrastructure for BSS, Ad-Hoc for IBSS network.

(3 Channel: Channel in use.

(4) Wireless Mode: AP support wireless mode. It may support 802.11a, 802.11b, 802.11g, or 802.11n wireless mode.
(5) Security-Enable: Indicates if the AP provides a security-enabled wireless network.

(6) Signal: Receive signal strength of the specified network.

Figure 1.3A Description of Icons and Buttons:

@ » Indicates that the connection is successful.
@@Indicates the network type is in infrastructure mode.

@&Indicates the network type is in Ad-hoc mode.
(@7 Indicates that the wireless network is security-enabled.

® 2 |ndicates 802.11a wireless mode.

@ Indicates 802.11b wireless mode.

@ . Indicates 802.11g wireless mode.
Indicates 802.11n wireless mode
(@cortedbee @ ooID @ Channel @ *==' . |ndicates whether the AP list is sorted by SSID, Channel, or Signal.
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C t
SM255 Button to connect to the selected network.

Rescan . . . . .
Issues a rescan command to the wireless NIC to update information on the surrounding wireless network.

)
@Add to Profile

Adds the selected AP to the Profile setting. It will bring up a profile page and save the user's setting to a new profile.
@ ¥ Shows the Status Section.
4. Hides the Status Section.

Connected Network:
1. When RaUl first runs, it will select the best AP to connect to automatically.
2. If the user wants to use another AP, they can click "Connect" for the intended AP to make a connection.
3. If the intended network uses an encryption other than "Not Use," RaUl will bring up the security page and let the user input the appropriate
information to make the connection. Please refer to section 2.0 to learn how to fill in the security information.

When you double click an AP, you can see detailed information about that AP. The detailed AP information is divided into three parts. They are
General, WPS, CCX information and 802.11n (The 802.11n button only exists for APs supporting N mode). A description of each type follows:

(D) General information contains the AP's SSID, MAC address, authentication type, encryption type, channel, network type, beacon interval, signal
strength and supported rates as shown below.

Sanasral Wi S H50Z2.11n

S50 == APl
MAC address == 00-03-FF-00-D7 -4

authentication Twype == Unknowan
Legacy Supported Rates (Mbps)i: 1, 2, 5.6,

Encryption Twpe == MMons S, P, 11, 12, 18, 24, 36, <45, b4
Channel == & =—= 2437000 kH= 802, 11N #ax. supported Rates (Mbps):
Z00.0

Metwork Type == Infrastructure

EBeacon Interwval == 100

Lol Le

(2) WPS information contains the authentication type, encryption type, config. methods, device password ID, selected registrar, state, version, AP
setup lock status, UUID-E and RF bands, as shown in Figure 1.3B. This information is explained in detail below.

Figure 1.3B WPS Information

Seneral WP S S02.11n
Authentication Type == Lnknown State == Unknown
Encryption Typs == Rons Wersion == Unknown
Confiz Methods == Unknown AP Setup Locked == Unknown
Device Password D == UUID-E == Unknown
Selected Registrar == Unknown RF Bands == Lnknown

ik

Figure 1.3B Description of Fields:
1. Authentication Type: There are three types of authentication modes supported by RaConfig. They are: Open, Shared, WPA-PSK and WPA
system.
2. Encryption Type: For open and shared authentication mode, the choices of the encryption type are None and WEP. For WPA, WPA2, WPA-
PSK and WPA2-PSK authentication mode the encryption type supports both TKIP and AES.
3. Config Methods: Corresponds to the methods the AP supports as an Enrollee for adding external Registrars as bitwise OR of values as shown

below.
S Valke

0x0001 USBA (Flash Drive)
0x0002 Ethernet
0x0004 Label
0x0008 Display
0x0010 External NFC Token
0x0020 Integrated NFC Token
0x0040 NFC Interface
0Ox0080 Push Button
0x0100 Keypad

4. Device Password ID: Indicates the method or identifies the specific password that the selected Registrar intends to use. The AP in PBC mode
must indicate 0x0004 within the two-minute Walk Time.

[ vawe

0x0000 Default (PIN)
0x0001 User-specified
0x0002 Rekey
0x0003 Display
0x0004 PushButton (PBC)
0x0005 Registrar-specified

0x0006-0x000F Reserved

. Selected Registrar: Indicates if the user has recently activated a Registrar to add an Enrollee. The values are "TRUE" and "FALSE".
. State: The current configuration state of the AP. The values are "Unconfigured" and "Configured".
. Version: The specified WPS version.

~N o ol
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8. AP Setup Locked: Indicates if the AP has entered a locked setup state.
9. UUID-E: The universally unique identifier (UUID) element generated by the Enrollee. The value is 16 bytes.
10. RF Bands: Indicates all of the RF bands available to the AP. A dual-band AP must provide it. The values are "2.4GHz" and "5GHz".

@ 802.11n information contains some related 802.11n information as shown below.

Saenaeral WP S S0Z_11n
Secondary Channel Offset element -~
Secondary Chamnel Offsst o
Extended Capabilities information element
HT Information Exchanze Support FaLsSE
Heighbor Report element
MACEATy Domain FaLSE
Hizh Throushput FALSE
HT Capabilities element
HT Capability FALSE
LDPC Coding Capability FaLSE
Supported Channel Width Set o =
(=124

1.3.1 Example of Adding a Profile to the Network
Follow the four simple steps listed below to add a profile to the network.

(D) Select the AP from the list on the Network tab

Sorted by == o ssIo & Channel @ Siznal [1 Show dBm

Albere =00 e (=1 L d aO=s —— E—
aE a1 - FOss ———
Erosdcom =2 1 = T
BrozdeooamuPs Fr] b d 100=s — |
Denni=apP e =t [
Fiona-&ap = ] Ba e [
I1ISSI-2F-a=u=11b = - p=lul" [
knilar = (=1 T SO — 1
FMEBZ27T-PC_Metwork f e E=1 b d ERE= —— ~
EESa Add to ProTie ps——
=
(2) Click "Add to Profile"
Sorted by => @» 5sID @ Channe=l @ Siznal 1 Shew dBEm
AP List ==
Alb e rtv-200 e (=] b g e0= — —
ap (=] (=] T ECES —
= — =]
EBroadcom [T a —
BroadcomWPs FE- Ba — -
Dennis 4P e (=] —
Fiona-Ap > a —_—
IZSSI-ZF-asus11b Y= S
krilar ws (=] — B
ME2F-PC_Metwwork e - —_— ~
Reocan Add to Frofile I Connect
i,
(3) The System section will appear at the bottom of the Add Profile window. You can specify your own profile name.
P Tu Tu] e = b d o= [ =
ap F e 15 - Foss —
L] e Rl=l=t [ - |
Broadcom > Foss —
ErcadcomWwPsS &1 A00Rs [ R |
DennisapP &6 TER E—
Fiona-ap 21 E ] —
ISSI-ZF-azsu=11b &3 zZ0%s E—
rvilar s s0% — 8
MEBZ7-PC_MMetwrork &6 s1= E— ~
Rescan Ada to FroTis conmeet
—
_ Swsterm Confiz | suth. » Encoy.
Frofile Mame == [PRo 1 Motwork Type ==  InTrastrocture e
=10 => [aFa =i ez Pemor = s -
I-:-c.wer Save Mode > G CAR & Psa I

(#®)Next, you will see the new profile in the profile list. Click "Activate".

Frofile Mame == PROF1

ZZID == AP

Metwark Type == Infrastructure
authentication == Open
Erncryption == RMane

Uze S02Z.1x == MO
Channel == &

Fower Save Mode == Cakh
Tx Powvusr == Auto
RTs Threshold == 237

Fragment Threshold == Z3-46
e,
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1.4 Advanced Functions
Figure 1.4A shows the Advanced functions of RaUl.

Figure 1.4A Advanced Functions

Wireless mode == |z.a+5G -

Select Your Country Region Code
Z.AGH=z == [or ert-11 -
BGH= == |3: cH B2, B8, &0, &d, 149, 1 -

[l] Ensble T Burst

[l] Ensble TCP window Size

[ Fast Roamingz at dEm

[1 show suthentication Status Dialog

Apply

Figure 1.4A Description of Fields:

(D Wireless mode: Select wireless mode. 2.4G, 5G, and 2.4+5G are supported.

(2) Wireless Protection: Users can choose from Auto, On, and Off. (This is not supported by 802.11n adapters.)

(3) TX Rate: Manually select the transfer rate. The default setting is auto. (802.11n wireless cards do not allow the user to select the TX Rate.)

(®) Enable TX Burst: Ralink's proprietary frame burst mode.

(5) Enable TCP Window Size: Optimise the TCP window size to allow for greater throughput.

(6) Fast Roaming at- dBm: enables fast roaming, which is set by the transmit power.

(7) Select Your Country Region Code: There are eight countries to choose from in the country channel list. (11A ListBox only shows for 5G
adapter.)

Show Authentication Status Dialog: When you connect to an AP with authentication, choose whether show the "Authentication Status Dialog"

or not. The Authentication Status Dialog displays the processes during 802.1x authentication.

(9 Apply: Applies the above changes.

Figure 1.4A Description of Icons and Buttons:

(D)™ Show status section information.

(2) Hide status section information.

1.5 Statistics
The Statistics page displays detailed counter information based on 802.11 MIB counters. This page translates MIB counters into a user friendly
format. Figure 1.5A and 1.5B show the detailed page layout.

Figure 1.5A Transmit Statistics Function

Transmit Receive

Frames Transmitted Successfully = 14352
Frames Retransmitted Successtully = ]
Frames Fail To Receive ACK After all Retries = o

Peset Counter

e,
Figure 1.5A Description of Fields
(D Frames Transmitted Successfully: Shows how many frames were successfully sent.
(2) Frames Retransmitted Successfully: Shows how many frames were successfully retransmitted after retransmission.
(3) Frames Fail To Receive ACK After All Retries: Shows how many frames failed transmit after hitting retry limit.
(4) RTS Frames Successfully Receive CTS: Successfully receive CTS after sending RTS frame.
(5) RTS Frames Fail To Receive CTS: Failed to receive CTS after sending RTS.
(6) Reset: Resets counters to zero.
Figure 1.5B Receive Statistics Function
T ransmmit Recaive
Frames Recsived SuccessTully = 51635
Frames Received With CRC Error = ZO019a4
Frame=s Dropped Dus To Out-of-Resource = [u]
Duplicate Frames Received = o
RPeset Counter
i,
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Figure 1.5B Description of Fields

(1) Frames Received Successfully: The number of frames successfully received.

(2) Frames Received With CRC Error: The number of frames received with a CRC error.

(3) Frames Dropped Due To Out-of-Resource: The number of frames dropped due to a resource issue.
(4) Duplicate Frames Received: The number of duplicate frames received.

(5) Reset: Resets counters to zero.

Figure 1.5A and 1.5B Description of Icons and Buttons:

(1) Show status section information.

(2)“~ Hide status section information.

1.6 WMM

Figure 1.6A shows the WMM function of RaUl. Included features are: WMM Enable, WMM - Power Save Enable, and DLS setup. A detailed
description is given below.

Figure 1.6A WMM Function

WiAAMA Setup Status
WAL == Enabled Fowuer Sawve == Dizabled Direct Link == Dizabled

[l wwrist Enable

[1 wwaiss - Poweer Sawve Enable

[] Direct Link Setup Enable

- rrrrir [ =

i,
Figure 1.6 Description of Fields
(DDirect Link Setup Enable : Enables DLS (Direct Link Setup). See 1.6-2 for setup instructions.
(2) WMM Enable : Enables Wi-Fi Multi-Media. See 1.6-1 for setup instructions.
(3) WMM - Power Save Enable : Enables WMM Power Save. See 1.6-3 for setup instructions.
Figure 1.6 Description of Icons and Buttons:
(D)™ Show status section information.
(2)4 Hide status section information.
1.6-1 Example Configuration to Enable Wi-Fi Multi-Media (WMM)
If you want to use "WMM-Power Save" or "Direct Link" you must enable WMM first. Enable WMM using the following steps:
(@ Click the box by "WMM Enable".
Wisb Setup Status
Wkisd == Enabled Power Save == Disabled Direct Link == Dizabled
||E| hiitiah Enable
[] WM - Power Save Enable
(2) Go to the "Network" function. And add an AP that supports WMM features to the Profile list. The result will look like the image shown below.
ProTile List
P PROFA AR e Profile Mams => PROFA
Metwork Twpe == Infrastructure
authentication == Open
Encryption == Rone
Chan‘nel ==
Tz Powveer == Auto
Fragment Threshold == Z35-S
Aocdd Edit Delete Activate -

Status == &P1 =-->= O0-03-FF-00-D7-4<
Extra Infe >> Link iz Up [T=Power: 10025]
Channel == 6 s——> ZAS7000 MH=
Authentication == Open
Encrwption == RMORME

Metwork Type == Infrastructure Tran=mit

Link Speed >> 54.0 Mbps
Sub Mask == ZEB.ZE5.256.0 Throushput == 0,000 Mbps
Default Gatewaw == 192, 165.5, 254
HT

IP address == 192.165.5.50

Receive
By == nsa SMIRO == A Link Speed == 5.0 AMbps
SGlo== nsSa BACE == nidfa SMR == nSa Throushput == 0.033 Mbps
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1.6-2 Example Configuration to Enable DLS (Direct Link Setup)

Follow the simple steps listed below to enable DLS.

(D) Check the box by "Direct Link Setup Enable.”

wesAM Setup Status
WrsAM == Enabled Poveer Sawe == Disabled Direct Link == Enabled

IZI W sAkh Enable

[] wwaass - Power Sawve Enable

Direct Link Setup Enable
MAC Address == Timeout wWalue => &0 sec fofve o

Tear Dowar

e,

(2) Change to "Network" function. Add an AP that supports DLS features to the Profile. The result will look like the Profile Page in step 2 from
section 1.6-1 above.

Explanation of the DLS settings:

(D Fill in the blanks of Direct Link MAC address with MAC Address of STA as shown below. The STA must conform to these two conditions:
1. Connect with an AP that supports DLS features.
2. Ensure that DLS is enabled.

[@] Cirect Link S=tup Enable

N | e | et el == [ 555 see ——

Tear Dovun

i

(2) Set the Timeout Value. The Timeout Value indicates the time in seconds before it disconnects automatically. The value is an integer. The
integer must be between 0~65535. A zero value specifies that it stays connected. The default Timeout Value is 60 seconds.

[l CDirect Link Setup Enable

Mo Address == (oo |oc [az |25 |0 (oo Timeout walus = &00  sec APy

Tear Dovan

i,
(3) The MAC Address and the Timeout Value will appear in the grid. Click "Apply.”
[l Cirect Link Setup Enabls
MOC Address == (00 Oc A3 Z25 &0 oo Timsout Walus == Ss00 f=1 T} AJDDI I
00-0C-43-25-a0-00 [=]ulu] Tear Dowvun
-

Description of DLS Status Grid:

(D After configuring the DLS successfully, the MAC address and Timeout Value are displayed in the "DLS Status" gird as shown in step 3 under
DLS settings above.

() To display the values of DLS Status in the MAC Address and Timeout Values fields under Direct Link Setup double click on the link from the
DLS Status grid that you want to show up in the MAC Address and Timeout Value fields of Direct Link Setup and the information will appear in
the Direct Link fields as shown in figure below.

[ Direct Link Setup Enable

MOC Address == Timeout Walue == a0 zec Apply

Oo0-0C 00 I Tear Diowun

e,
@ Direct Link Setup Enable
| MAC Address == |00 |Oc (43 |25 (&0 |00 Timeout Yalue == &00  sec | Apply
£0-00 Tear Down
i,
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To Disconnect a Direct Link setup select a direct link STA from the grid then click the “Tear Down” button as shown below.

Drirect Link Setup Enable

MALC Address == Timeout Walue ==

LT =T=11]

Tear Dovun

E' Direct Link Setup Enable
MAC sddress == |00 |0c |43 |25 &0 |00 Timeout YWalue == SO0 zec AIII

1.6-3 Example Configuration to Enable WMM Power Save
To Enable WMM Power Save function take the steps listed below.

(D) Make sure that WMM is enabled then Click the "WMM-Power Save Enable" box.

WM Setup Status
wwsdAM == Enabled FPower Sawve == Dhizabled Direct Link == Drizabled

[ v Enable

WrbhdA - Powveer Save Enable

[1 ac_Bk [1 ac_ee 1 ac_w [ ac_wo

— - PP —

(2) Please select which ACs you want to enable. WMM Power Save is now fully enabled.
AN Setup Status
WM == Enabled FPower Sawve == Enabled Direct Link == Dizabled

[l sk Enable

[l _vsdid - Power Save Enable

@ Ac_BK [ ac_ee [0 ac_w [ ac_wo

1.7 WPS

Figure 1.7A below illustrates the RaUl WPS functions. A detailed description follows.

Figure 1.7A WPS Function

wiPs 4P List
Rescan
1D @ Unknown Ubicom_Sample O0-0 -4 53-25-60-20 1 Information
ID & Unknown arwint-ZEE04P 00-0C-43-28-60-60 3 - [P EEE
1Dt Unknown default 00-18-0Z-44-04-65 & 9 a [1277°7° Rl
WS Profile List Config Mode
Enrolles R
(=1 1¥] [@ wWP=aAssaciate IE Progress =» D% Dizconnect
PEC @ wWPS Probe IE WPS status is disconnected

[ automaticaly select the AP

Status == AP <--= 00-03-FF-00-07-44
Extra Info == Link is Up [TxPower:1002] &30
Channel == & <--= 2537000 MH= == GI0%
Authentication == WPa
Encryption == TKIP+AES

ketwaork Type == Infrastructure

Transmit
IP Address == 192, 168.2.58 Link Speed => 54.0 Mbps
Sub Mask == 255,255.255.0 Throughput =» 0,000 Kbps
Default Gateway == 192, 148.2,.254
HT Receive
BW == nifa SMRO == nifa Link speed == 43.0 Mbps
Gl == nfa MCS == nfa SMRA == nifa Throughput => 143,062 Kbps
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Figure 1.7A Description of Fields:

(1) WPS Configuration: The primary goal of Wi-Fi Protected Setup (Wi-Fi Simple Configuration) is to simplify the security setup and management
of Wi-Fi networks. Ralink STA supports the configuration and setup using a PIN configuration method or a PBC configuration method through
an internal or external Registrar.

(2) WPS AP List: Displays the information of the surrounding APs with WPS IE from the last scan result. The detailed information includes the
SSID, BSSID, Channel, ID (Device Password ID), Security-Enabled.

(3) Rescan: Issues a rescan command to the wireless NIC to update information on the surrounding wireless network.

(4) Information: Displays the information about WPS IE on the selected network. The detailed list includes the Authentication Type, Encryption
Type, Config Methods, Device Password ID, Selected Registrar, State, Version, AP Setup Locked, UUID-E and RF Bands. Further details are
available in section 1.3: Network (#2 figure 1.3C).

(3 PIN Code: The user is required to enter an 8-digit PIN Code into Registrar. When an STA is the Enrollee, you can click "Renew" to regenerate

anew PIN Code.

(6) Config Mode: The station serving as an Enrollee or an external Registrar.

(7) Table of Credentials: Displays all credentials obtained by the Registrar. The detailed list includes information about the SSID, MAC Address,
Authentication and Encryption Type. If STA is the Enrollee, the credentials are created immediately with each WPS success. If STA is the
Registrar, RaUl creates a new credential with WPA2-PSK/AES/64Hex-Key and doesn't change this until switching to STA Registrar.

Control items for credentials.

1. Detail: Command to obtain Information about Security and the Key in the credential.

2. Connect: Command to connect to the selected network inside credentials. The active selected credential is like the active selected Profile.

3. Rotate: Command to rotate networks or to connect to the next network inside credentials.

4. Disconnect: Stops the WPS action and disconnects the active link. It then selects the most recent profile on the Profile Page of RaUl. If
there are no profiles, the driver will select any non-security AP.

. Export Profile: Exports all credentials to a Profile.

. Delete: Deletes an existing credential; then selects the next credential. If there are no other credentials the driver will select any non-

security AP.

(9 *PIN:Start to add to Registrar using PIN configuration method. If STA Registrar, remember to enter your PIN Code from your Enrollee before
starting PIN. See section 1.7-2 for more information.

*PBC: Start to add to AP using PBC configuration method.

*After you click PIN or PBC, please do not rescan for at least 2 minutes after the connection has been made. If you want to abort this setup
within the interval, restart PIN/PBC or click "Disconnect" to stop WPS action.

@ WPS associate |IE: Sends the association request with WPS IE during the WPS setup. It is optional for STA.

@ WPS probe IE: Sends the probe request with WPS IE during WPS setup. It is optional for STA.

@ Progress Bar: Displays the rate of progress from Start to Connected.

Status Bar: Displays the current WPS Status.

@ Automatically select the AP: Starts to add to AP by using to select the AP automatically in PIN method.

[e20é)]

**There are examples in section 1.7-2 (PIN Enrollee Setup), section 1.7-3(PBC Enrollee Setup) and section 1.7-4Registrar Configures and AP)**

Figure 1.7A Description of Icons and Buttons:
(D)™ Show status section information.
(2)# Hide status section information.

1.7-1 WPS Information on AP
The WPS information includes the authentication type, encryption type, config methods, device password ID, selected registrar, state, version, AP
setup locked, UUID-E and RF bands. (see section 1.3: Network (#2 figure 1.3C))

1.7-2 Example of Adding to Registrar Using PIN Method

The user obtains a device password (PIN Code) from the STA and enters the password into the Registrar. Both the Enrollee and the Registrar use
PIN Config method for the configuration setup. The following image outlines the process.

Figure 1.7-2A How to add to Registrar using PIN method
(1) User types STA PIN

into AP R%

//f"‘ *"'l ‘~.. Credentials exchanged using EAP -

AP Registrar - STA Enrollee
(3) User types STA PIN
into WLAN Registrar

Wirele$s (UPnP
Ethernet (UPNnP) -?‘_j[ )

(2) User types STA PIN
into Non-WLAN Registrar Bae

Non-WLAN Registrar WLAN Registrar
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Instructions for Adding to Registrar using PIN method:
(D Select “Enrolee” from the Config Mode drop-down list as shown below.

PSS &P List
1D Unknouan Ubicom_Sample O0-0C-43-25-60-20 1 5 Rescan
1T Unknown AP 1-WPS 00-10-18-90-2E-27 1 5 Information
1D : Unknown Arvint-ZOs04P O0-0C-<43-28-60-60 5 Pin Sods
G645353945 | Renew
1D : Unknown default 00-18-02-44-04-65 S =
WPS Profile List LSO y) §F=0r T TaTs [=] =1
Enrolle= s
Dhizconnect
@ WPE Associate |[E Progress == 03X
[=H *“WP:Probe |E wWiPs status is disconnected
[1 automatically select the AP
il
() Click "Rescan" to update available WPS APs.
WS AF Lizt
1D UnkErmouwar Ubicom_Sample Oo0-0C-A3-28-a0-20 1 La> I
1D Unknovan AP 1-WES 00-10-15-90-ZE-Z7 1 -
1D Unknousn arvint-zss0apP OO-OC-AS-25-S0-&0 = < Pin E=ED
1D Unknowen default O0-18-0Z-a4-04-56 = —~ SAREEEA S | SRS
WS Profile List Config dMode
Enrolles S~
Crisconnect
lZI WWPS associate |E Progress == 026
IZI WPS Probe 1E WWFS status iz disconnected
[1 aAutomaticaly sslect the AP
i,
(3) Select an AP (SSID/BSSID) that STA will join to.
WPS AP List
Rezcan
1D Lnknosan Ubicom_sample O0-0C-453-Z28-a0-Z0 1 Infarmation
I Unknown arvint-ZBS0aP 00-0C-A3-28-60-60 - Fin Sads
SAGFTITAE
1D URknowan default 00-18-0Z-46-06-66 bs e e
wWFS Profils List Config Mode
Enrolles e
Disconnect
EIrd [ wWFSs Aaszsociate IE FProgress == 02
FEC [ wWwPs Probe IE WS status is disconnected
[1 Automatically sslect the AP
.
(@ Click "PIN" to enter the PIN.
(5) Enter the PIN Code of the STA into the Registrar when prompted by the Registrar.**
WPS AP List
1D : Unknown AP 1-WPS 00-10-18-90-2E-27 1 - =
1D Unkenown Ubicom_Sample O0-0C-45-25-&0-20 1 Information
1D : Unknovan arvint-zZesanaP 00-0C-43-Z5-&0-60 = - Fin Cods
1D : Unknouan default 00-18-0Z-44-04-58 = = SASeE0 A | Rk
wWrPS Profile List Config Mode
Enrolles =
Disconnect
P [ wFPs Associats IE Progress == 524
PEC [ “WPSFrobs IE I Start PIM connection - &P 1-WwPs
[ automatically select the AP
—

**Allow for an exchange between Steps 4 and 5.
***|f you are using a Microsoft Windows Connection as an External Registrar you must start the PIN connection at STA first; then search for your

WPS Device nhame and MAC address on the Microsoft Registrar. Add a new device and enter the PIN Code of STA on the Microsoft Registrar
when prompted.
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@ If you have taken all the above steps the results will look like the below image.

wWPs AP List

1D : Unknown AP 1-WPS 00-10-18-90-2E-27 1 = =
1D Jnknowan Ubicom_sample O0-0C-43-Z5-a0-Z0 1 Information
1D : Unknowan Arvint-ZSE0AF O0-0C-43-Z8-G0-G0 = e Pin Code
1D @ Unknown default 00-18-0Z-14-04a-56 & - SEARITRAS | Renew
wPs Profile List Confiz Mode
Enrolles ~
Drisconnect
Bl [l vPs Associate 1E £
FEC @] WPS Probe IE FIM - sending #43
[1 automatically sslect the &P
.
(@) Configure one or more credentials. If the connection was successful the results will look like the below image.
WiPS AP List
1D Unknovan Ubicom_Sample o0-0C-43-28-50-20 1 S Rezcan
1D Unknowen arvint-ZE60aP O0-0C -4 3-25-&0-S0 = < Information
1D : Unknowan WinCE T Es O0-14-5 5-E3-D 7 -55 i - [P EEER
SA593945 |Rel
1D ¢ Unknowan AP 1-UWPS O0-10-18-90-ZE-Z7 1 L) s
v Brofile | iot Config Mode
Ei 1] s
P aP1-wPs - nrofi=e
Dizconnect
Elrd [ “wFs Assocists |E
PEC [l VPSS FProbe IE PIM - Get WPS profile successTully.
[1 automatically select the AP
e,
s L - . :
Click “Detail” to get a more information.
WEPS AP List
Iz Lnknowan Ubicom_Sample O0-OC-<A%-ZS-&0-20 1 Lo Rescan
1D | Unknown Srwint-ZEs0AP O0-0C-A43-26-80-&0 = b d InTormation
1D Unknowan WiNnCcewWps 00-14-S5-E3-D7-S6 - - Fin Code
1D Unknoisan AP -wPS 00-10-158-90-2E-27 4 = 3 SASIIFAE | Renou
WS Profile List Confiz tMode
P APA-wES = Enroles -
Rotates
Disconnect
B R —— [ =<PorT ot
PEC ] “wWPs Frobe IE PIN - Get WPS profile successtuliv., e
[ automatically select the 4P

SSID == faApq-wPsS
ESSID == O0-0C-=43-28-&0-04
Asuthentication Type == WFRA4-FPSH Encryption Type == THIF

ey Length == &4 Kew Index => Kew#l

Key saterial ==

[ show Passwword

fll4 Cancel

* If Credential#1 is reliable and present, the system will connect with Credential #1. If not, the system will automatically rotate to the next existing
credential. The user can also click "Rotate" to rotate to the next usable credential.

Description of WPS Status Bar for PIN Config:

Figure 1.7B WPS Staus Barfor PIN Config

(=1 [l ““PS Associate |E Export Profile

I FIM - Get WPS profile successtully.

I Delete

FEC @ wPs Probe IE

[1 automatically select the AR
i,

(D Acceptable Pin Configurations: Start PIN connection - SSID > Begin associating to WPS AP > Associated to WPS AP > Sending EAPOL-Start
> Sending EAP-Rsp (ID) > Receive EAP-Req (Start) > Sending M1 > Received M2 > (Received M2D > Sending EAP-Rsp (ACK)) > Sending
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M3 > Received M4 > Sending M5 > Received M6 > Sending M7 > Received M8 > Sending EAP-Rsp(Done) > Configured > WPS status is
disconnected > WPS status is connected successfully-SSID

(2) When errors occur within two minutes of connecting; the WPS status bar might report "WPS EAP process failed". If this occurs the following
error messages might appear: 1. Receive EAP with wrong NONCE; or 2. Receive EAP without integrity.

1.7-3 Example of Adding to the Registrar Using the PBC Method

The PBC method requires the user to press a PBC button on both the Enrollee and the Registrar within a two-minute interval called the Walk
Time. If there is only one Registrar in PBC mode, the PBC mode selected is obtained from ID 0x0004, and is found after a complete scan. The
Enrollee can then immediately begin running the Registration Protocol. If the Enrollee discovers more than one Registrar in PBC mode, it MUST
abort its connection attempt at this scan and continue searching until the two-minute timeout. Before you press PBC on STA and candidate AP.
Make sure all APs aren't in PBC mode or APs using PBC mode have left their Walk Time.

Figure 1.7-3A PBC Button

ush PBC button on both Registrar and Enrollee

4 | Credentials exchanged using EAFP |%’

(D Select "Enrollee” from the Config Mode drop-down list.

WIPS AP List
1D Lnknoian Ubicam_sample 00-0C-A43-28-s0-20 a Ee Fescan
1D Lnkemcian AP 1T-UUPS 00-10-18-90-ZE-27 a1 5 Information
1D Unkernoven arvint-ZSs0aP O0-0C-A5-28-S0-&0 = T Pin ceds
1D Unbemosan default O0- 18- 02— A8 - 08 -G5 s L SASII9AS | Bonsi
wWPS Profile List S w
Enrolles ~
Dhisconnect
[ “wPS Associate IE Progress == 022
[ “wPSs Probe IE WrPS status i disconnected
[1 Automaticaly select the AP
.
(2) Click PBC to start the PBC connection.
(3) Push the PBC on AP.
wrPs AP List
1D Unknowen Ubicom_sampl= [=l=R oLl E BE-Y ST B Ta 1 s
1D : D000 AP 1-WEPS O0-10-15-90-2E-27 1 b d Infermation
1D Unknowan dertault O0-15-0Z-94-08-66 = - Fin Sode
SASITIAE
1D Unknown wWincewos 00-14-5 5-ES-D7F -85 ks T = oD
WES Profile List Contiz Mode
Enrolles -
Disconnect
Elrd [l wwPS Associate IE Progress == 026
I FEC I [ “vPs Probs IE I Start PEC connection L
[1 automaticaly select the AP
.
% .
Allow time for an exchange between Step 2 and Step 3.
(@) The progress bar as shown in the figure below indicates the scanning progress.
wWPs AP List
1D Unlenowan Ubicom_sample O0-OC-A%S-ZS-e0-Z0 ] ety
1D Unknouan arvint-zEs0aP OO-0C -5 -2S-S0-S0 = - Information
1D Unlemouan deraut 00— 1S-0Z-An-0hA-S6 = - Fin sode
— SASPITAS |Renem
1D Unknowen winc e B O0-19-8 5-ES3-D7 -S5 Ed ~
wPS Profile List Contiz Mods
Enroles ~
Disconmect
Elrd [ “wPS Associate IE Prosress == 1025
PEC ] “FS Frobe 1E I FEC - Scanninz AP I
[C] automaticaly sslect the a
.
(5) When one AP is found, join it
WePS AP List
1D Unknouen AP 1w PE 00-10-15-90-ZE-Z7 1 -
1D Unknouen arvint-Zss0ar 00-0C-A3-ZS-S0-s0 -
1D Unksnowen ETRISTES 00-19-56-05-06-9= 1o Pin Cods
SAE93995 | Rensu
WPS Profile List Cantiz dMode
Enrollse -~
Chisconnect
@ “wPS associate IE Prozress == 152
PEC [@l “vFs Frobe IE I FPEC - Begin associatine to wWRS A I
[ automaticaly ssiect the aF
—
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(6) Check WPS Information on the available WPS APs.

Seneral WE S L
asuthentication Type == WPA-PSK State == Configured
Encryption Type == TKIF Wersion == 1.0
Contig Methods == Ox00SS AF setup Lockeaed == Linknowan
Dewvice Password D ==[oxooo0a | ULID-E == Urnknown
Selected Regiztrar == TRUE RF Bands == LUnknowan
(ol
(7) Configure and receive one or more credential(s).
wWePS AP List
IC @ 0000 APA-wWPS O0-10-15-90-ZE-27 1 = = Rescan
1 Unknovan Ubicom_Sample o0-0C-a43-25-a0-20 1 Information
1D Unknowen default O0-15-02-A48-04-SB - - Fin Code
1D Unknowen Wince YR 00-14-86-E3-D7-85 - T = SABTITAS | ERns
WUWPS Profile: List Config Mode
[PPSR = Enrolles ~
Dh=connect
Bl @] “Fs Assocists IE [ B |
FPEC EI wWoPsS Probe IE I FBEC - Get WPS profile successTully. I
[1 asutomatically sselect the AR
N
Then connect successfully. The result will look like the figure below.
WIPS AP List
IC : Ox0004 AP 1-WPS 00-10-18-90-ZE-27 1 o = Rescan
10 Unknown Ubicom_sample O0-0C-45-25-60-20 1 Infarmation
ID ¢ Unknown default 00-18-02-44-04-&E 5 [Fim e
&A593945
1L : Unknown wWinceYwps 00-14-55-E3-07-86 b g =l
wWrPs Profile List Config sMode
-
’ AF WS [—] Enrollze
Dretail
Connect
Rotate
Disconnect
= @] vPs Associate IE _ Export Profile
- Delete
FECZ [=m “WPSFProbe IE IPBC - Get WPS profile successfully, I

[1 automatically select the AP

-
Description of WPS Status Bar for PBC Config:
Figure 1.7-2B WPS Status Bar for PBC Config

EIM @ “wPs Associate IE _ Export Profile

Delete
FEC [ "“wP= Probe IE IF'BC - Get WPS profile successTully. I
[ automatically select the AP
> -

(D A successful PBC Configuration : Start PBC connection > Scanning AP > Begin associating to WPS AP > Associated to WPS AP > Sending
EAPOL-Start > Sending EAP-Rsp (ID) > Receive EAP-Rsp (Start) > Sending M1 > Received M2 > Sending M3 > Received M4 > Sending M5 >
Received M6 > Sending M7 > Received M8 > Sending EAP-Rsp (Done) > Configured > WPS status is disconnected > WPS status is
connected successfully-SSID

(2) No PBC AP available: Scanning AP > No PBC AP available > Scanning AP > No PBC AP available >...

(3) Too Many PBC AP available: Scanning AP > Too Many PBC AP available > Scanning AP > Too Many PBC AP available >...

(4) When Errors occur within two-minutes of establishing a connection, the WPS status bar might report "WPS Eap process failed". If this happens
one of the following error messages might appear: 1. Receive EAP with wrong NONCE; 2.Receive EAP without integrity; or 3.An inappropriate
EAP-FAIL received.

Description "Multiple PBC session overlaps”

(DvDual bands: AP1 is a G-Band AP using PBC mode. (ID = 0x0004); AP2 is a A-Band AP using PBC mode. (ID = 0x0004); They have the same

UUID-E; STA would regard these two APs as a dual-radio AP and select one band to connect.

(2)vDifferent UUID-E :AP1 is a G-Band AP using PBC mode. (ID = 0x0004); AP2 is a G-Band AP using PBC mode. (ID = 0x0004); They have the
different UUID-E; STA would regard these two APs as two different APs and wait until only one PBC AP is available.
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1.7-4 Example of Configuring a Network/AP Using PIN or PBC Method

Figure 1.7-4A Configuring a Network/AP Using PIN or PBC Method

Push PBC button on both Registrar and Enrollee

e

1 1 = = E;/
- [ Credentials exchanged using EAP | —

AP Enrollee STA Registrar

User types AP PIN into extermal Registrar

-——//\

l J
[ Credentials exchanged using EAP ] —
AP Enrollee STA Registrar

(D Select Registrar from the Config Mode drop-down list.

WPS AP List

[J =3 ClaudewpsaP Q0-14-55-E3-D7-56 !l Rescan

Information
Fin Code

SASI5EFA5

WPS Profile List Contig Mode

Regizt
ExReaw 2aan04 F Si=trar 25

D=t ail

1D Unknowvan AP 1P s 00-10-18-Q0-ZE-Z7 1

connect
Rotate

Cisconnect
Bl [ wWPSs Associate IE Progress => 0 Export Fraofils
FPEC [ wPS Probe IE WMIPS status iz disconnected

[] automatically select the aP

() Enter the details of the credential and change configurations (SSID, Authentication, Encryption and Key) manually if needed.

ISSID = |ExRegrivwass00 I

E55ID == 00-00-00-00-00-00

I Aauthentication Type == ]WPAZ—PSK v] I Encryption Type == |AES

[
Key Length == ] ] Key Index == ] |
I Key dMaterial == T

[] show Password

(o:],4 cancel

(3 If the PIN configuration is setup, enter the PIN sent from the Enrollee.

() Start PIN or PBC. The following procedures are as similar to those in section 1.7-2 (PIN Enrollee Setup or section) 1.7-3 (PBC Enrollee Setup).
(5 If your AP Enrollee has been configured before the WPS process, the credential you set in advance will be updated to the AP itself. Otherwise,
after a successful registration, the AP Enrollee will be re-configured with the new parameters, and the STA Registrar will connect to the AP

Enrollee with these new parameters.
WS AP List

1= Claudevwwpz AP 00-149-565-E5-D7F-56 1 Rescan

Information
Fin Codes

GASIEIAE

WP Profile List TP T T

Regist -
P ExRegrwzes002 =

Detail

1= arvint-Z8s0-wPZaF 00-0C-A3-25-a0-a0 L=}

Connect
RPotate

Dizcannect

i [ wes azsociats 1€ _—— A ©-PoTt rreie

PEC [@ wWPsProbe IE PP - Set WPS profile successTully.

[ automatically select the AP
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1.8 SSO (Single Sign-On)

The SSO configuration page is shown below in Figure 2.8A.

Figure 2.8A SSO Configuration

B e o ~» @ & 8 T =

Profile MNetwork Advanced Statistics WA, WS S50 CCx

[] Enable 550 Feature

Figure 2.8A Description of Fields:
(D Enable SSO feature: Choose which SSO methods to log on.
1. Use ID and Password in Winlogon: Use the ID and password in Windows logon
2. Use ID and Password in Profile: Use the ID and password in RaUl profile settings
3. Prompt ID and Password in Dialog: Use the ID and password in pop-up authentication dialog
(2) Enable Persistent Connection: Use ID and Password for a previously activated Profile and don’t show any authentication dialog.
(3) Profile List (only support LEAP or EAP-FAST authentication).
1. Select Profile: Select a profile containing LEAP or EAP-Fast authentication
2. Information of selected profile: Profile information, such as profile name, SSID.
Figure 2.8A Description of Icons and Buttons:

@® Apply Hit the Apply button to make the settings effective.

1.9 CCX (Cisco Compatible EXtensions)

The CCX configuration page is shown below in Figure 1.9A.

Figure 1.9A CCX

- el N &y Zo e ap

Profile Network  Advanced  Statistics VM, WPS 5o CCX

[] Enable CCX (Cisco Compatible eXtensions)

CAC => IADDTS[DirectIy send TS) - I Set

I

Diagnose

b

[] Busy Sense

Apply

Figure 1.9A Description of Fields:
(DEnable CCX (Cisco Compatible eXtensions): Choose whether Cisco Compatible eXtensions are supported or not.
1. Enable Radio Measurement: Enable the radio measurement, the non-serving channel measurement limit is between O and 1023
milliseconds.
. Roaming with RF Parameters: Roaming by a set of RF parameters from AP
. Voice Drastic Roaming: Diagnose roaming function by voice traffic test
. CAC (Tolerance) : Enable the call admission control
. Diagnostic: Select a profile which the user want to diagnose, then hit the Diagnose button to perform the diagnostic test
. Busy Sense: Force Wireless NIC to detect noise more sensitively
Figure 1.9A Description of Icons and Buttons:

@® Apply Hit the Apply button to make the settings effective.

OO wWN

1.10 About Ralink

Click "About" displays the wireless card and driver version information as shown in Figure 1.10A. Use it to connect to Ralink’'s website; view
Configuration Utility, Driver, and EEPROM version information; and view the Wireless NIC MAC address.
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1.11 Link Status

Figure 1.11A Link Status
Status =»> AP1 <--= 00-03-FF-00-D7 -4
Extra Info == Link iz Up [TxPower:1003]
Channel => & =--= 2437000 MHz=
authentication == Unknown
Encryption == Mone

Metwork Type => Infrastructure

Tran=mit
IP address == 192,1468,5.40 Link Speed == E<,0 Mbps
Sub Mask => 256.256.255.0 Throughput => 0.000 Mbps
Default Gateway == 192, 1468.5.254
IR Receive
By »> nia ShRO == nfa Link speed == 54,0 Mbps
Gl == nfa MCS == nifa SHRA == nfa Throughput == 0.111 Mbps

Figure 1.11A Description of Fields:

(D Status : Current connection status. If no connection, if will show Disconnected. Otherwise, the SSID and BSSID will show here.

(2) Extra Info : Displays link status in use.

(3) Channel : Displays current channel in use.

() Authentication : Authentication mode in use.

(5) Encryption : Encryption type in use.

(6) Network Type : Network type in use.

(@) IP Address : IP address of current connection.

Sub Mask : Sub mask of current connection.

(9) Default Gateway : Default gateway about current connection.

Link Speed : Show current transmit rate and receive rate.

1) Throughout : Display transmits and receive throughput in unit of Mbps.

@ Link Quality : Display connection quality based on signal strength and TX/RX packet error rate.

@ Signal Strength 1 : Receive signal strength 1, user can choose to display as percentage or dBm format.

Signal Strength 2 : Receive signal strength 2, user can choose to display as percentage or dBm format.

(5 Signal Strength 3 : Receive signal strength 3, user can choose to display as percentage or dBm format.

HT : Display current HT status in use, containing BW, GI, MCS, SNRO, and SNR1 value. (Show the information only for 802.11n wireless
card.)

1.12 SoftAP (Only supported by Windows7)

Windows 7 allows the wireless device to be in both station (STA) and AP mode. Follow the steps listed below to open or close AP function.

(D Right click the Ralink icon in the systems tray in the bottom right corner. Then Click "Switch to STA+AP mode" item in RaUl system tray menu
as shown below.

Launch Config Utilities
| Switch to STA+AP Mode

pr— Open Diagnostic Testing Mode

b

@ Set SoftAP SSID and key as shovg1 below.

-_— |
Extended AP Settings - S
_ -—
Please enter S5O and Pre-Shaved key.
= [armap 40
O» |
ey Materin »» | 12345673
O Coaoced
. y
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1
Profile Network Advanced Statistics Radio on/off
Sorted by >> o SSID o Channet o Signal [] showdsm
AP List >>
© s Ba@° 305 EEEE— =
& v ®a 91% EEE— - =
001073111111 v 2 G . m e 65% [
116~~angel ¥ 10 @ . @ e 10% -_—
19 o 1 28 g 4% E—
12 & - | L 2 70%  EEE—
12 & B a L2 0% EE— =
< = S e i I »
Rescan Mﬂto»?roﬂe Connect
(5 Set SoftAP parameter in SoftAP page as shown below.
T X
R Raul 4 . % = E— s 3 ‘; —_ e
& @ - @® # B 5 ? ®
Profile AP Network Advanced Statistics WMM WPS Radio on/off
SSID >> |SoftAP-9D
Mameb«olPeers»IZO
Authentication >> | WPAZ-PSK Encryption >> [AES
ey Materatss [
IP Address >> 192.168.123.1
Apply
—a |l
851D >> [00-0C-43-00-13-90 .
!

(& Right Click the Ralink Icon in the bottom right corner of your system tray. Click "Switch to STA mode" to close SoftAP function as shown in
below.

Launch Config Utilities

[ switchto STA Mode
Open Diagnostic Testing Mode

Exit

(@) SoftAP function is closed as shown in the below image by the absence of the AP Icon on the menu bar.

-

= — = =
Profite Network Advanced Statistics WAAA wWPsS Radio on/off About
|
> = = o
AP Lize >>
& o a3 a 100 S Ceea—
> = c 8 @ = aas — =
2 =2 a9 T 24 —
2 & 1> = b o 7o S
128 _OVERNEIGHT 2 @ a9 S5 —
2o 2 s 9 @ & Sass —
120 2> 1 = a es% — -~
“ == S —— i
Re=can Acses to Profae Connece
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1.12-1 Trouble starting SoftAP in Windows 7

If you are attempting to switch to STA+AP mode and the pop-up message show below appears take the following actions to fix this issue:

RaUI [

/ Failed to switch to STA+AP mode

(@ Because virtual wi-fi miniport adapter is enabled for one wireless adapter, please disable other non-Ralink wireless adapters as show below,

then try switching to STA+AP mode again.

@le i” <« Network and Internet » Network Connections »

:. Wireless Network Connection 3
= o Identifying...
dim Micresoft Virtual WiFi Miniport A..

Organize v Cennect To Disable this network device Diagnose this connection » i}; S i} \@I
[ Bluetooth Network Connection :. Local Area Connection L—. Wireless Network Connection
-~ Disabled — Network cable unplugged ———r= o Not connected
o
8 Bluetooth Device (Personal Area ... x @22 SiS191 Ethernet Controller x -:dm Atheros AR928X Wireless Network...

(2) The Radio must be turned on first if you want to use STA+AP mode. If radio is turned off and you try to switch to STA+AP mode as shown

below the pop-up message shown above will appear.

B Rk
& sl
Profile Network Advanced

2.0 Security

2.1 Auth\Encry. Setting - WEP/TKIP/AES
Figure 2.1A Auth.\Encry. Settings
System Config Auth, VEncry.
authentication == Dpen -

WP Preshared Key ==

Wep Kew
o kel Hex e
i@ rKeyez He:x -
i@ rKey#s He:x -
@ reywa Hex -

Figure 2.1A Description of Fields:

Statistics WMM WPS Radio on/off A:bout

ﬁ.@z?@ﬁ

Encryption == WEP - [ use soz.1x

(9], cancel

(@ Authentication Type: There are 7 authentication modes supported by RaUl. They are Open, Shared, WPA and WPA-PSK, WPA2 and WPA2-

PSK.

(@ Encryption Type: For open and shared authentication mode, the available encryption types are None and WEP. For WPA, WPA2, WPA-PSK
and WPA2-PSK authentication mode, the encryption type supports both TKIP and AES.

(3) 8021X: This is introduced in Section 2.2.

(@) Pre-shared Key: This is the shared key between the AP and STA. If operating in WPA-PSK and WPA2-PSK authentication mode, this field
must be filled with a key between 8 and 32 characters in length.
(5) WEP Key: Only valid when using WEP encryption algorithm. The key must match the AP's key. There are several formats to enter the keys.

1. Hexadecimal - 40bits: 10 Hex characters.
2. Hexadecimal - 128bits: 32Hex characters.
3. ASCII - 40bits: 5 ASCII characters.

4. ASCII - 128bits: 13 ASCII characters.
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2.2 802.1X Settings
802.1x is used for authentication of the "WPA" and "WPA2" certificate by the server.

Figure 2.2A 801.2X Settings

Syztem Config Auth. VEncry. S0Z, 1=
EAP Method == PE&P - Tunnel Authentication == E&P-MSCHAP w2 - ] >e=sion Resumption
1D % PASSWIORD Clhient Certificate server Certificate

authentication 1D f Password

Identity == | FPazsword ==

2K Cancel

Figure 2.2A Description of Fields:

Authentication Types:

(@ PEAP: Protect Extensible Authentication Protocol. PEAP transport securely authenticates data by using tunneling between PEAP clients and
an authentication server. PEAP can authenticate wireless LAN clients using only server-side certificates, thus simplifying the implementation
and administration of a secure wireless LAN.

(@ TLS/Smart Card: Transport Layer Security. Provides for certificate-based and mutual authentication of the client and the network. It relies on
client-side and server-side certificates to perform authentication and can be used to dynamically generate user-based and session-based
WEP keys to secure subsequent communications between the WLAN client and the access point.

(®) TTLS: Tunneled Transport Layer Security. This security method provides for certificate-based, mutual authentication of the client and network
through an encrypted channel. Unlike EAP-TLS, EAP-TTLS requires only server-side certificates.

(@ EAP-FAST: Flexible Authentication via Secure Tunneling. It was developed by Cisco. Instead of using a certificate, mutual authentication is
achieved by means of a PAC (Protected Access Credential) which can be managed dynamically by the authentication server. The PAC can be
supplied (distributed one time) to the client either manually or automatically. Manually, it is delivered to the client via disk or a secured network
distribution method. Automatically, it is supplied as an in-band, over the air, distribution. Tunnel authentication, only supports "Generic Token
Card" authentication. (See figure and description below for more information.)

System Config Auth. \Encry. 802.1x
EAP Method >> EAP-FAST - Tunnel Authentication >> EAP-MSCHAP vZ - Session Resumption
1D Y PASSWORD EAP-FAST
Allow unauthenticated provision mode Provisioning Tunnel >> EAP-MSCHAP w2 -
PAC List

Use protected authentication credential
Import
Remove

OK Cancel

1. Allow unauthenticated provision mode: During the PAC can be provisioned (distributed one time) to the client automatically. It only supported
"Allow unauthenticated provision mode" and use "EAP-MSCHAP v2" authentication to authenticate now. It causes to continue with the
establishment of the inner tunnel even though it is made with an unknown server.

2. Use protected authentication credential: Using PAC, the certificate can be provided to the client manually via disk or a secured network
distribution method.

(GLEAP: Light Extensible Authentication Protocol is an EAP authentication type used primarily by Cisco Aironet WLANSs. It encrypts data
transmissions using dynamically generated WEP keys, and supports mutual authentication.
(&) MD5-Challenge: Message Digest Challenge. Challenge is an EAP authentication type that provides base-level EAP support. It provides for only
one-way authentication - there is no mutual authentication of wireless client and the network.
1. Session Resumption: The user can choose "Disable" and "Enable".
@ Tunnel Authentication:
1. Protocol: Tunnel protocol, List information include "EAP-MSCHAP v2", "EAP-TLS/Smart card", "Generic Token Card", "CHAP", "MS-
CHAP", "MS CHAP-V2", "PAP" and "EAP-MD5".
2. Tunnel Identity: Identity for tunnel.
3. Tunnel Password: Password for tunnel.
ID/Password
@ Authentication ID/Password: The identity, password and domain name for server. Only "EAP-FAST" and "LEAP" authentication can key in
domain name. Domain names can be keyed in the blank space.
() Tunnel ID/Password: Identity and Password for the server.
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Client Certification

System Config Auth. \Encry. B02.1x
EAP Method >> PEAP - Tunnel Authentication >> EAP-MSCHAP w2 - @] Session Resumption
1D A\ PASSWORD Chient Certificate Server Certificate
[ use cCiient certificate wpatest2 Z003serv 2010/5/1¢
OK Cancel

(@ Use Client certificate: Client certificate for server authentication.

Server Certification

System Config Auth. \Encry. 80Z.1x
EAP Method >> PEAP - Tunnel Authentication >> EAP-MSCHAP vZ ~ m Session Resumption
1D % PASSWORD Clhient Certificate Server Certificate
[[] uUse certificate chain - Any Trusted CA -

OK Cancel
@ Certificate issuer: Select the server that issues the certificate.
(@ Allow intermediate certificates: It must be in the server certificate chain between the server certificate and the server specified in the "certificate

issuer must be" field.
(3 Server name: Enter an authentication sever root.

2.3 Example of Reconnecting an 802.1x Authenticated Connection after the 802.1x Authenticated connection

has Failed in Profile

There are two situations where a user is able to reconnect an 802.1x authenticated connection and authenticate successfully after an 802.1x
authenticated connection has failed on the profile page. They are as follows: When keying in an identity, or there is password or domain name
error.

(D Authentication type chooses "PEAP", key identity into test. Tunnel Protocol is "EAP-MSCHAP-v2, the tunnel identity and tunnel password are
tested. Those settings are the same as our intended AP's setting.

Swsztem Config Auth. “Encry. S0z, 1=
EAF t=thod == FPEAP - Tunnel authentication == EAP-MECHAP w3 - [al] >==sion Resumption
1D % PasSsSwisRD Client Certificate Server Certificate

ASuthentication 1D F Password

ldentity => | Password =»

(]9 Cancel

() After keying in the identity and password errors, the result will appear as in the image below.

Card Mames == Ralink S0Z.11n Wireless Lakd Card Identity == |

Profile Mame == PROF 1 Password == |

MMezzage == Inwalid identity or pazsvweord

(=], Cancel
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(3 If you want to disconnect, click "Cancel" on the Authentication Failure dialog box. If you want to reconnect, key in the identity into the identity
field. The tunnel identity is wpatest2 and the tunnel password is test2. Those setting are the same as our intended AP's setting.

Card Mames == Ralink S02.11n Wireless LaM Card ldentity == |uu|:|atest2

Profile Mame == PROF1 Paszsword == |test2|

Meszage == Inwalid identity or password

(], Cancel

(@ Click "OK". If it has connected successfully. The result will appear as the below image.

Prorie Lise
Prorile hame == PROFE

ar
SSI0 = AR
Metiork Twpe == Infrastroctore
ALutREntioation == wiEe
Erc ruption == AES
Use S02. 43 == TES
channel == o
Foe - Saue Mocde e S
T PowEr = ALES
RTS Threshald == Z@a7
Framment Threshold == 20O
il Edit

Crele e A e e

STATLE == AF 1 =<c-= O0-05-7F-00- 0 -
Extra InTo == Link i5 LD [TxPome e 10028

& Sems EATFOOO A=
e r

Chanre

Aothentication

Encryption

aEs

Metmwark Type == Infrastroctore

1P Address == 192, 168, 5.9

Sub Mask = ZEE.ZEE, ZSE5.0
CETrault Gatewmay == 192, 168, 5. 265

BwW == msa

Gl == nsa

=T

MEE == msa

SrRO == maa
ERIFR == maa

2.4 Example of Configuring a Connection with WEP On

Follow the 4 simple steps listed below to configure a connection with WEP On

@ Select an AP with WEP encryption and click "Connect".

Sorted by ==

@ 55D

@ Channsl

Transmit

P e e
Lirk Spemed
Throushput

@ Siznal

Ba.0 MBE=
OLO00 KBEs

5.0 MbEs
PO.01E Kbps

[1 Show dBm

AP List ==
202 1 a S0% N L
219 L a a 655 NN
230 e a 50X EEE
243 s <] 51% N
a9 e Bdam &1 [ —
arscadre fo 1 > L] 100% [ .
Ercadcam 1 . 0% B 0
BroadcomifPs ¥ 1] ] 0% B
BUFFALC_A ha a xS 3
Rescan Add to Profile Connect
-
(@ The Auth.\Encry. function will appear as shown below.
System Config Auth. “Encry.
Authentication == Open - Encryption == WEP - [ use so0z. 1%
WiPA Preshared Key => |
Wep Key
o Key#i Hex e |
@ Keywz Hex b |
@ Hews Hex - |
@ reyra Hex b |

Cancel
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@ Enter 1234567890 in the Key#1 Hexadecimal field. This value is same as our intended AP's setting.
1

wWep Key
O Key#1 Hex - i
@ Click "OK". The dialog box shown below will appear
Sorted bw == o SSID ° Channel o Signal [1 Show dEBm
AP List =»

219 1 Fes -
223 1 50% -
243 s R
a9 e 655 -
_Shiang_28604P 211 e0E

p 2P e 100% T
arscadre 1 o5 -
BroadcomifPs [ . 0x
BUFF4LO_A w1 a 44% S
Claudeisp [ . = 0%

Re=zcan Add to Profile Connect

Statuzs == AP1 =--= O0-03-FF-00-D7-a4<
Extra Info => Link iz Up [TxPower: 1002¢]
Channel == & <=--= 2437000 MH=

1 == BE

Suthentication == Unknown Strength 3 == 392

Encryption
Metwork Twps
IF address
Sub Maszk

wWER

Infraztructure
1F2.165. 6. 115
25E.,2RER,2RE.0

Tran=mit
Link Spesed == 54.0 Mbps

Throughput == 0.000 Mbps
Default Gateway == 132,185, 5,25

=T Receive

Link Spesed == E4,.0 Mbps
Throughput == 0,022 Mbps

Ew == nrfa SHRO == nrfa

Glo== nfa MCE == Nfa SRR == nfa

2.5 Example to Configure Connection with WPA-PSK

Follow the four simple steps listed below to configure a connection with WPA-PSK.

@ Select the AP with a WPA-PSK authentication mode and click "Connect".

AP List ==
0148-1 en a z0m _—
11n fE- 2a s0% [
132 ¥z =1 0% [
z0z fE- a 0% [
219 fE- 2a Ll T [
243 s 2a 4 21% [
EE e 2a 1% [
_Shiang_28604P -_—

[ o 1|

add ta Profils

(@ Auth.\Encry. function appears.

System Config AUth. VERC Y.

Authentication =»> WP A-PSK - Encryption == BES -
WPA Preshared Key == |
Wep Key
QK Cancel
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@ Select WPA-PSK as the Authentication Type. Select TKIP or AES encryption. Enter the WPA Pre-Shared Key as "12345678".

Swstem Config Auth, “Encruw.
Authentication == | WP A-PSE I - Encryption == .ﬁ.E -
WPA Preshared Key =» |==m='|
Wep Key

OK Cance|
(@ Click "OK" the resulting screen should look like the image from step 4 in the last section. Be careful, if the you entered the incorrect WPA Pre-

Shared Key you won't be able to exchange any data frames even though the AP can be connected.

2.6 Example to Configure Connection with WPA
Follow the three easy steps listed below to configure a connection with WPA.

@ Select an AP with WPA authentication mode and click "Connect".

Sorted by == o 551D o Channel ° Signal [1 Show dBEm
AP List =

223 ¥ ' 5% BT A
240 ¥ a 1%
243 ¥a a 2% W
29 e a 21%
_Shiang_ZE604F ¥ e o
Ap-03 11 b s O - —

T
HP47 -2 12> 1 s L4 zo% -
arscadre [ . M 00— -
arint-2B6040 v 3] = BE% - ~

Rescan Add to Profile I Connect I
o

(2) The Auth.\Encry. function will open at the bottom of the screen. (If AP setup security to Both (TKIP + AES), the system will define that AES
security is severe.)

Sy=tem Config Auth. Y“Encry. G0Z. 1=

authentication == WPy - Encryption == BES -

WPA Preshared Key =» |

Wep Key

(o], Cancel
() Click the "8021X" tab and the settings page will appear.
System Config Auth, % Encry. S0Z. 1
EAP Method == PEAP - unnel Authentication => EAP-MSCHAP w2 - [ Session Resumption
Client Certificate Server Certificate
Authentication ID F Password
Identity »» J | Password ==
[=],9 Cancel
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@Instructions for setting up each Authentication type:

*If you want to disconnect, please click cancel button in Authentication Status function. *In Profile function, show "Profile Name" option only
when adding AP to Profile function.

@ PEAP:
1. Select "PEAP" as the Authentication type from the drop-down list. Key-in "wpatest2" for the identity. "Select "EAP-MSCHAP v2" from the

drop-down list for tunnel authentication and key-in the tunnel identity "wpatest2" and the tunnel password "test2". These settings are the
same as our intended AP's setting.

System Config Auth, VEncry. 802, 1x
EAP Method == PEAP w  Tunnel Authentication == EAP-MSCHAP v2 - [@ >=ssion Resumption
10 % PASSW CIRD Client Certificate Server Certificate

Aduthentication ID f Passward

Identity == J |wpatest2 Pazsword =& 7%

[o],8 Cancel

2. Click OK. The result should look like the dialog box below.

Authentication Status

Card Mame == Ralink S02.11n Wireless LARN Card Connected by manual. ..
20:30:26. 765 Starting network connection. ..
20:30:26.,590 Metwark iz connecting. ..
20:30:27.000 PEAP Authenticating...
[9],4 Cancel

@ TLS/Smart Card:

1. "Select TLS / Smart Card" from the Authentication type drop-down list. TLS only requires the identification to be set as "wpatest2" for
server authentication

EAP dethod TLE # Smart Cald - Tunnel Authentication == @] Session Resumption

1D % PASSW ORD Client Certificate server Certificate

authentication ID F Password

I |Ident1‘ty = J |wpatest2 |

[o],9 Cancel

2. TLS must use client certification. Click "Client Certification" and select a certification for server authentication.

System Config Auth. LEncry. =02, 1
EaP Method == TLS f Smart Card - Tunnel Authentication == [El] Session Resumption
1D % PASSWWORD Client Certificate Server Certificate
Use Client eertificate wpatestz E003serv ZOI0SEF1E -

Issued To == wpatestz
Issued By == ZO03serw
Expired ©On => ZO10F5715

Friendly Mame =>

[=l.q Cancel
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3. Click "OK". The dialog box should appear as the image below.

authentication Status
Card Mame == Ralink 802.11n Wireless LaM Card Connected by manual. ..
20:51:02,234 Metwork Link is MOT connected.,
20:51:02,343 Starting network connection...
20:51:02.453 Metwork is connecting. ..
Z0:51:05. 454 TLS Authenticating...
(=),3 Cancel

®TTLS:

1. Select TTLS from the Authentication type drop-down list. Key-in the identity as "wpatest2". Select CHAP for tunnel authentication, and key-
in the identity as "wpatest2" and tunnel password as "test2". These settings are the same as our intended AP's setting.

Swstem Config Auth, YEncrw, SOZ. 1=
EAP Method == TTLS - Tunnel Authentication == CHAP - [] >ession Resumption
1D % PASEWORD Client Certificate Server Certificate

Authentication ID £ Pazsword

I |Identity . |wpatest2 Password == [ |

ik cancel

2. Click "OK". The dialog box should appear as the image below.
suthentication Status

Card Mams == RT3 USE Wireless LaM Card Frofile Mames == PROF1

Z1:158:19. 280 Metwoaork Link is NOT connected.
Z21:118:19. 3859 Metwork is connecting. ..
Z118: 21,186 Metwork is connecting. ..
Z118:21. 265 TTLS authenticating. ..
L=l,4 Cancel

(®EAP-FAST:

1. Select EAP-FAST from the Authentication type drop-down list. Key-in the identity as "wpatest2" and a domain nhame into the blank field. The
tunnel identity is "wpatest2" and password is "test2". These setting are the same as our intended AP's setting.

System Config Auth. WEncry. BOZ, 1%
EAP dethod == EA&P-FAST e Tunnsl authentication == EAP-MSCHAP w2 - [@] S=ssion Resumption
1D % PASSWWCRD EAP-FAST

authentication 1D f Password

Identity == - |wDateSt2 Password == [ Comdin Mame ==

[=l],9 Cancel

2. Click "OK". The dialog box should appear as the image below.
Authentication Status

Card Mame == Ralink S0Z. 11n Wireleszs LAM Card Connected by manual. ..

20:31:39.0462 starting network connection. ..
Z0:31:39.908 Metwark iz connecting...
Z0:51:4Z.954 E&P-FAST sauthenticating

Ok Cancel
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2.7 Using WAPI or WAPI-CERT Authentication Mode to Configure a Connection with WPA
You can configure a connection with WPA using either WAPI authentication mode or WAPI-CERT authentication mode. Follow the steps listed
below to configure a connection using one of these methods.

WAPI authentication mode

@ Select an AP with WAPI authentication mode.
(2) Press "Connect" button, “Auth. \ Encry” window will appear, authentication mode is WAPI-PSK
(3) Enter “1234567890" in the “WPA Preshared Key” “HEX" field.

Sorted by »> @ ssio @ Channel @ signal [] show dBm
AP List »> -
Ralink InitialaP o ‘ 39% I e
RT30704P Y s @ g 24%
\incent-Kao-AP Y 1 g & 100% —
WAPI-Cert Y ¢ @ ‘ o 81% I
WAPI-PSK-A5CI Y s M o 100% —
@D WaPI-PSK-HEX Y s B g o 86%
zivap O 1 RN s6% I pe-
Rescan Add to Profile l @ Connect I
v .
Authentication == WAPI-PSK - Encryption »=> Shs4 A4
:3>WP.Q Preshared Key => He v |m
Wep Key
@ iy v |
Q\‘:@ I b3 v I
@ eys = v I
@ i |
¥ w
OK Cancel
WAPI-CERT authentication mode
@ Select an AP with WAPI-CERT authentication mode and press connect.
() Select user certificate.
Sorted by >> &» ssio @ cChannel @ siznal [1 show dBm
—— AP List => - —
Ralink InitialaP Y 7 @ g 39% I o
RT30704P Y s g 24% I
Vincent-Kao-AP ¥ 1 Fe 100% -
I @ wapi-cert ¥ 6 @ g = 51% - I
W AP -PSK-ASCIT O o g-' o 005 I ]
WAPI-PSK-HEX Y s ‘ = S6% -
zivap © 1 g 86% -
Rescan Add to Profile I @ Connect I

Auth. VEncry.

wWaAP|

Use User Certificate >>

Issued To ==

Issued By >>

Expired On ==

OK Cancel

Browser
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(3 Select authentication server certificate.
(@)Click "OK" to start connection. Be careful, if the WAPI Pre-Shared Key or certificate is not correct, you won'’t be able to exchange any data
frames, even though the AP can be connected.

Use As Certificate == ID:‘-pacKaggl.Wirel.ess_1 AnAirSec WAR| _CERTWas cer ﬁﬁ Eiﬁi

Issued To ==
Iszued By ==
E‘xp-ired-'On ==

] o

3.0 Guest Account, Country Channel List, and Acknowledgements

3.1 Guest Account

The guest account has the following restraints:
1. The Guest Account can only "Activate” the profile. It can’t “Add to Profile” on the network page.
2. The Guest account can't switch to AP(XP/Vista) or STA+AP(Windows7) mode

3.2 Country Channel List
Below is the Country channel list, listing channels, classifications, and ranges for each country.
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The settings outlined in this appendix are used in the test platform by RaLink technology corp. Users can set the function in accordance with their
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OpenSSL Toolkit (http://www.openssl.org/), cryptographic software written by Eric Young (eay@cryptsoft .com), and Tim Hudson
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Appendix 2: How to Operate the RT3072 on Linux and MAC

1.0 Operating the RT30720n Linux
The driver should automatically install when using a Lenox system.

2.0 Operating the RT3072 on MAC
To install the RT3072 on a MAC follow he steps listed below:

1. Toinstall the 3072 on a MAC you first need set your security settings for "Allow applications downloaded from:" to "Anywhere."
2. Then insert the driver CD in to your computer and open the 3072 folder.

3. Inside the Mac folder you will see a file that ends in .dmg. Double click on this file and open "USBWireless-Install.pkg".

4. Follow the instructions on the screen.

5. When you are done all you need to do is restart the computer and you drivers will be installed.
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